
TOOLBOX – INTERACTIVE CONTAINER ENVIRONMENT

ONDŘEJ MÍCHAL
Student, Intern at Red Hat

harrymichal@fedoraproject.org
omichal@redhat.com

harrymichal.undo.it

harrymichal@freenode.net



Ondřej Míchal
harrymichal@fedorapeople.org; omichal@redhat.com

Ondřej Míchal

● Information Technlogy Student at FIT BUT

● Intern at Desktop Team at Red Hat

● Since June 2019

● Co-maintainer of Toolbox

mailto:harrymichal@fedorapeople.org
mailto:omichal@redhat.com


Ondřej Míchal
harrymichal@fedorapeople.org; omichal@redhat.com

AGENDA

1)  Introduction

a) Next-gen operating systems

b) Containers

c)  Toolbox

2) Usage

3) Recent accomplishments & Plans for the future
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WHY TOOLBOX EXISTS?
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IMAGE BASED OPERATING SYSTEMS

 Project Atomic, Fedora Silverblue, Fedora CoreOS, Fedora IoT

● NixOS, CoreOS, Flatcar

 Widely used term is also „immutable“. Not accurate.
● https://blog.verbum.org - Colin Walters

 Secure, reliable but clunky
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WILD CONTAINER SPOTTED

 Means to isolate applications with their entire runtime 
environment

 Containers share the kernel with the host system

 Much more lightweight than virtual machines

[1] Virtualization vs. Container
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DOCKER!?
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DOCKER!?
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daemonless container engine for developing, managing, and 
running OCI Containers on Linux systems

 Reimplementation of the Docker CLI

 Complements tools like Buildah and Skopeo

 Implemented with rootless containers in mind
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“CLASSIC” USAGE OF CONTAINERS

 Easily disposable entities, rapid development – CI, CD

 Orchestration – Kubernetes

 Easy-to-run services – servers, databases,…
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“CLASSIC” USAGE OF CONTAINERS

 Easily disposable entities, rapid development – CI, CD

 Orchestration – Kubernetes

 Easy-to-run services – servers, databases,...

DISPOSABLE & NON-INTERACTIVE
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WHAT IS                                 ?

Interactive container environment

 Built on top of Podman

 Brings the concept of toolboxes – pet containers

 Persistent

 Integrated

TOOLBOX
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SOLUTION?
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SOLUTION?

Pet containers
=

Toolboxes
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WHAT’S THE CATCH?

 Container setup cannot be changed

 Mounts, entrypoint, network, seccomp, recource limits,... 

 There is a lot to configure!
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WHAT’S THE CATCH?

 Container setup cannot be changed

 Mounts, entrypoint, network, seccomp, recource limits,... 

 There is a lot to configure!

   

      IS THERE A SOLUTION?
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YES! AT LEAST PARTIALLY

 Mount as much as possible and cherry-pick

 Use a mechanism that allows dynamic change
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YES! AT LEAST PARTIALLY

 Mount as much as possible and cherry-pick

 Use a mechanism that allows dynamic change

 THE KEY IS THE 
INITIAL CONFIGURATION

&
THE ENTRY-POINT
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SMALL GLIMPSE UNDER THE HOOD

 Entry-point is Toolbox itself

 Mounts going under /run/host/

● /boot, /etc, /dev, /run, /tmp, /var, /home, /usr

 Entry-point bind-mounts and symlinks, sets up user, sets up 
Kerberos, coredumpctl, journal,...
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SMALL GLIMPSE UNDER THE HOOD

 Entry-point is Toolbox itself

 Mounts going under /run/host/

● /boot, /etc, /dev, /run, /tmp, /var, /home, /usr

 Entry-point bind-mounts and symlinks, sets up user, sets up 
Kerberos, coredumpctl, journal,...

PERSISTENCE & INTERACTIVITY
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SMALL GLIMPSE UNDER THE HOOD
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TALK TOPICS

1)  Introduction

2) Usage

a) On Fedora Silverblue

b) On RHEL 8

3) Recent accomplishments & Plans for the future
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TALK TOPICS

1)  Introduction
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mailto:harrymichal@fedorapeople.org
mailto:omichal@redhat.com


Ondřej Míchal
harrymichal@fedorapeople.org; omichal@redhat.com

ACCOMPLISHMENTS

 Toolbox will be shipped in RHEL 8.4

 Allowed the rootfull use-case

 Added support for RHEL (resp. UBI)

 Foundation for adding support for other distros

 Added Toolbox-specific tests to Podman

 A lot of polish and bugfixes
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FUTURE PLANS

 Better customization

 More intuitive CLI UI

 Robust means to invoke commands on the host

 More tests!
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GET IN TOUCH!

   https://github.com/containers/toolbox

Reports, patches and productive discussion are very welcome!

Debarshi Ray
maintainer

Ondřej Míchal
maintainer
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